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Sulieman Raveirs Manly
business was crippled in
an extortion attempt from
Russia, using networks
from around the world,
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Russians in
cyber attack

BUSINESS FACES WEB EXTORTION THREAT
— T ot e e

A few davs later he received | m Call the CERT Australia police, especially if it is
a message via the disabled | hotlineon1300172499in accompanied by an extor-
website threatening: “T will the event of an emergency or tion attempt,” he said.

stop only after you pay me wvisit cert.gov.au. An offshore cyber attack
the money. [ advise you to W Report the incident 1o local was also responsible for
quickly reply to me as the palice, who should contact the shutting down ANZ bank's
attack is very bad impact | Fraudand Cybercrime Squad. online broking service,
(si¢) on your business.” m Attemptto logthesource of | Etrade, Australia’s second-

Mr Ravell ignored the ex- | the attack, butdonotrespond | largest, before Christmas.

tortionist and contacted | toanyrequestsfor money. Australian Federal Police
police and he was eventu- national eyber-crime co-

ally able to stop the attack ordinator Superintendent
by temporarily blocking advise businesses to choose  Brad Marden said the agen-
overseas networks and re-  web hosts that were able to ¢y had been liaising with
moving the targeted pages protect from DoS attacks several companies recently
until the barrage subsided, after he was left disap- targeted in similar attacks.

“If this had happened a  pointed in his own provider, “No one is immune to
week earlier, we would have  one of Australia's largest, attempts to access infor-
potentially lost about $20,000 NSW Fraud and Cyber- mation contained on their
in business," he said, crime Squad commander networks and adequate pro-

The *“denial of service” Detective acting Superin- tection should be seen as a
(DoS) attack was traced to  tendent John Watson said  cost of doing business in the
Russia after initial traffic DoS attacks were uncom- digital age,” he said.
from virus-infected net- mon, but anyone targeted in

works in Southeast Asia,  a cyber attack should con T4 Haveyoubesnavictimor
South America and the Mid-  tact the Computer Emerg- cyber crime? Tell us your
dle East, ency Response Team for story online at

Mr Ravell said he would technical advice. ily.com.au
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